
PRIVACY POLICY AND DATA PROTECTION 
DECLARATION 

General Data Protection Regulation — Regulation (EU) 2016/679 
Effective Date: November 4, 2026 
 
Jurisdiction: Republic of Latvia / European Union 

1. GENERAL PROVISIONS & DATA CONTROLLER 
1.1. This Privacy Policy sets out the principles and technical basis under which personal data is 
collected, processed, retained, and protected when accessing and interacting with the 
Minecraft multiplayer gaming network and related web services (hereinafter the "Service", 
"Project"). 
 
1.2. The Data Controller pursuant to Article 4(7) of Regulation (EU) 2016/679 (GDPR) is the 
operational entity registered in the Republic of Latvia: 
 

●​ Legal Entity / Individual: Self-employed individual (Pašnodarbinātā persona) Aleksandrs 
Geletejs 

●​ Registration / Personal Code: 12090321578 
●​ Registered Address: Baloži, Krišjāņa Barona iela 2, LV-2128, Latvia 
●​ Official Privacy Contact Email: roleboba.live@gmail.com 
●​ Official Website: https://nexusland.nexus/ 
●​ Discord Community: https://discord.gg/TcGuyhDY7G 

 
1.3. Processing operations comply with Regulation (EU) 2016/679 (GDPR) and the Personal 
Data Processing Law of the Republic of Latvia (Fizisko personu datu apstrādes likums). 

2. CATEGORIES OF DATA PROCESSED 
In strict adherence to the data minimization principle (Article 5(1)(c) GDPR), we process only 
the data strictly necessary for server operations: 

2.1. In-Game Identifiers & Identity Data 
●​ In-game nickname (Minecraft username) 
●​ Mojang/Microsoft universally unique identifier (Minecraft UUID) 
●​ Discord account identifiers (Discord ID) and email addresses (if supplied during 

account registration, web store checkout, or support ticket submissions) 

https://nexusland.nexus/
https://discord.gg/TcGuyhDY7G


2.2. Network & Technical Telemetry 
●​ IP address upon connection 
●​ Session connection timestamps and packet logs 
●​ In-game telemetry and anti-cheat packet heuristics (coordinate tracking, movement 

velocities, click frequencies), processed in real time to detect illicit game client 
modifications, bots, and macro scripts 

2.3. Transactional & Order Information 
●​ Payment processor transaction identifier (Transaction ID) 
●​ Date, time, currency, and amount paid 
●​ Purchased digital items, ranks, or passes 
●​ Payer country and masked tokenized references generated by payment gateways 

 
Note: The Service does not process, handle, or store complete primary account numbers 
(PAN), credit/debit card numbers, expiration dates, or CVV/CVC security codes. Financial 
transactions are conducted entirely through certified PCI-DSS compliant third-party payment 
gateways (e.g., Stripe, European merchant acquirers). 

3. LEGAL BASES FOR PROCESSING (ARTICLE 6 GDPR) 
Data is processed strictly in accordance with recognized lawful grounds under Article 6 of the 
GDPR: 
 

Legal Basis Applicable Operations & Scope 

Performance of a Contract(Article 6(1)(b) GDPR) • Granting access to the multiplayer gaming 
servers.• Associating and delivering purchased 
virtual perks, licenses, and currency to the 
respective User Account. 

Legitimate Interests(Article 6(1)(f) GDPR) • Protecting server infrastructure against 
Distributed Denial of Service (DDoS) attacks, 
brute-force exploits, and network abuse.• 
Ensuring fair-play standards and game integrity 
via automated anti-cheat monitoring and player 
behavior moderation.• Investigating ban appeals, 
dispute tickets, and security breaches. 

Legal & Statutory Compliance(Article 6(1)(c) 
GDPR) 

• Fulfilling accounting, tax reporting, and audit 
requirements under Latvian fiscal laws (including 
the Latvian Accounting Law — Grāmatvedības 
likums and State Revenue Service / VID 
regulations). 



4. DATA RECIPIENTS & PROCESSORS 
Personal data is never sold, traded, or rented to external marketing or advertising agencies. 
Data may only be shared with trusted data processors under strict contractual data processing 
agreements (Article 28 GDPR): 
 

●​ Server hosting and cloud infrastructure providers located within the European 
Economic Area (EEA). 

●​ Network security and anti-DDoS mitigation proxies (such as Cloudflare and Minecraft 
proxy routing networks). 

●​ Certified financial payment institutions and merchant processors (Stripe, European 
payment institutions). 

5. INTERNATIONAL TRANSFERS 
5.1. Primary server systems and operational databases are hosted within the territory of the 
European Economic Area (EEA). 
 
5.2. Where technical integrations (such as Discord API or specific cloud edge services) involve 
transfers outside the EEA, transfers occur solely pursuant to standard contractual clauses 
(SCCs) adopted by the European Commission under Article 46 GDPR or applicable adequacy 
decisions. 

6. DATA RETENTION PERIODS 

Category of Data Retention Policy Statutory Justification 

User Account & Identifiers Operational lifetime of the Project 
or until verified erasure 

Contractual necessity and 
continuous entitlement delivery 

Network & Telemetry Logs 30 to 90 calendar days on a 
rotating basis 

Infrastructure security, DDoS 
defense, active ban enforcement 

Transaction & Billing Records Mandatory period of 5 years Latvian Accounting Law 
(Grāmatvedības likums) and VID 
regulations 

7. DATA SUBJECT RIGHTS UNDER THE GDPR 
Users domiciled in the EU maintain enforceable rights regarding their personal data: 
 

●​ Right of Access (Article 15 GDPR): Request confirmation and obtain copies of personal 
data undergoing processing. 

●​ Right to Rectification (Article 16 GDPR): Update or correct inaccurate or incomplete 
personal records. 



●​ Right to Erasure / "Right to be Forgotten" (Article 17 GDPR): Request the deletion of 
personal data when no longer required for contractual or security enforcement 
purposes. 

●​ Right to Restriction and Objection (Articles 18 & 21 GDPR): Restrict or object to the 
processing of personal data grounded in legitimate interests. 

 
Formal requests can be submitted via the dedicated privacy contact at 
roleboba.live@gmail.com. Responses are issued within 30 calendar days. 

8. SUPERVISORY AUTHORITY 
Should you believe your rights under the GDPR have been infringed, you retain the statutory 
right to lodge a formal complaint with the national supervisory authority of the Republic of 
Latvia: 
 

●​ Authority: Data State Inspectorate of Latvia (Datu valsts inspekcija — DVI) 
●​ Address: Elijas iela 17, Rīga, LV-1050, Latvia 
●​ Email: info@dvi.gov.lv 
●​ Website: www.dvi.gov.lv 

9. COOKIE POLICY 
The website utilizes strictly necessary technical cookies to facilitate session persistence, 
secure authentication, and online shopping cart navigation. No third-party profiling or tracking 
cookies are initialized without explicit prior opt-in consent. 

10. POLICY UPDATES 
The Service Provider reserves the right to modify this Privacy Policy. The latest version will 
continuously remain published on the official web portal with an updated revision date. 

https://www.dvi.gov.lv
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